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                                       FOREWORD 

 

In Today’s World of Digital Life, offenders have been always in the forefront in 

taking advantage of every latest technology and committing crimes in the 

cyberspace. Therefore, there is a need for Telangana Police to acquire and 

upgrade knowledge and skills relentlessly on ever changing and ever increasing 

threats of Cybercrime, so as to be ahead of offenders in the cyber world. To 

confront the challenge of cyber threats in all aspects effectively, Telangana State 

Police declared the year 2021 as the Year of Cyber Safety and decided to build 

a cadre of cyber warriors in Telangana Police all over the State in all Police 

Stations. As a part of this strategy , police personnel @ 2 police officers in each Police Station in 

Districts, 5 police officers each in Police Stations of four Commissionerates of Hyderabad, Cyberabad, 

Rachakonda , and Warangal and 3 police officers each in Police Stations in Other Commissionerates 

as Cyber Warriors.  

 

Telangana State Police will focus, on training and capacity building of police personnel at each police 

station to become Cyber Warriors at the Police Station level to combat cybercrime. This book thus 

provides knowledge and skills about the emerging trends of cybercrimes, will help support cyber-

related investigation processes, help victims of Cybercrimes at Police Station level itself by redressing 

their grievances in addition to spreading awareness among the public at large so as to protect 

themselves from cyber offenders.  

 

This book also describes about the on-going cyber threats, how cybercrimes take place, and how the 

public shall defend themselves from the cyber-attacks. Further, this book explains - various 

categories/ concepts of cybercrimes, secure digital payments, stay safe on social media, stay away 

from online frauds, women & children safety, stay anonymous etc. Everyone should be aware of 

these cybercrimes growing around us. This content has been narrated in such a way that anyone can 

understand how Cybercrimes are committed and how to overcome them.  

 

This book is informative for anyone looking forward to learn more about the emerging threats of 

cybercrime; it can give necessary awareness to the staff of concerned vertical on cybercrime and 

cybersecurity. Therefore, I strongly recommend each reader goes through this book repeatedly for 

dealing with the menace of cybercrimes more effectively. 

I deeply appreciate the invaluable efforts of the contributors in compiling this study material. 
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1. OVERVIEW OF CYBERCRIME 

In today’s world it is hard to imagine a crime without a digital device. A wide range of 

offenders are using computers, Laptops and mobile phones and network servers for 

committing cyber offenses like cyber bullying, cyber stalking, sending phishing and 

threatening emails, to transmit content of child pornography, mobile application-based 

frauds, banking frauds, identity theft, etc. As technology evolves so does the types of 

crimes. The user must always be careful while sharing any personal or financial information 

to any stranger as no Bank/Government Organisation will ask for it. Also, we must keep a 

check on our social media account’s security and privacy policies for better protection. The 

user should understand that hundred percent privacy is a myth in digital platform. But, one 

can protect oneself by implementing certain do’s and don’ts. 

What is Cybercrime? 

Cybercrime is criminal activity that either targets or uses a computer, a computer network 

or a networked device. 

This includes a wide range of activities, from 

illegally downloading music files to stealing 

money from online bank accounts. 

Cybercrimes are broadly classified as: 

 

 
 Crimes against People 

 Crimes against Property 

 Crimes against Government  

  

Cyber Crime

Crime against People

Crime against Property

Crime against Government
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 Crimes against People  

These crimes include cyber harassment and stalking, distribution of child pornography, 

credit card fraud, human trafficking, spoofing, identity theft, and online defaming. 

 Crimes against Property  

These crimes occur against property, such as a computer or server. They include DDoS 

attacks, hacking, virus transmission, computer vandalism, copyright infringement, and 

IPR violations. 

 Crimes Against Government  

When a cybercrime is committed against the government, it is considered an attack on 

that nation's sovereignty. Cybercrimes against the government mainly include hacking, 

accessing confidential information, cyber warfare, and cyber terrorism,  

Cybercrimes are further classified mainly into following types: 

o Identity Theft 

o Psychological tricks 

o Social media related attacks 

o Attacks through mobile applications 

o Digital banking frauds 

o Virus attacks on personal computers 
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2. IDENTITY THEFT 

Identity theft is one of the most frequently happening crimes. It means obtaining the 

personal or financial information of another person to commit fraud by using their identity. 

2.1 Social Media based pretention as legitimate user 

It is a type of identity theft where a 

Criminal wrongfully gains someone’s 

personal and financial details by 

pretending as original user to commit a 

crime such as creation of fake social media 

accounts and posting offensive/abusive 

content.  

Modus Operandi 

 Criminals gathers personal information 

and pictures of a victims by different 

means. 

 Using the information, Criminals can 

create fake social media IDs.  

 Criminals then send a friend request or 

offensive post / messages to all contact 

list of the victims. 

How to protect yourself from crime 

 Enable the option of notifications with 

social media accounts to receive alerts 

to know if someone else is trying to 

login. 

 Use 2 Factor Authentication or One 

Time Password 

2.2 Misuse of photo copies of identity proofs 

The Criminal can misuse the photocopies 

of identity proofs. He can use PAN card, 

Aadhar card or any identity proof to 

purchase a SIM card, steal money and can 

misuse the proofs to harm others. 
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Modus Operandi 

 Criminals can collect proofs from 

different sources where ID proof copies 

are submitted. 

 Criminals can use the photocopy of 

identity proof to purchase a new SIM 

card or apply loans on victim’s name. 

 Criminals can apply for a loan or credit 

card. 

 Criminals can commit a crime that 

results in financial damage to the 

victim. 

How to protect yourself from crime 

 Never share identity proofs to any 

stranger. 

 

 Mention the purpose of usage and date 

overlapping the photo copy towards the 

right side. 

 

 Do not throw or leave photo copies in 

public places. 

 

2.3 Credit/Debit Card Skimming  

It is a method where a small device called 

skimmer is used to clone credit or debit 

cards and a pinhole camera is used to 

capture the PIN.  It can also capture card 

details from the magnetic stripe on the 

card as it stores details of cardholder, 

these details can further be used for online 

transaction.  

 Skimming - copying the data from the magnetic strip / Chip of a credit or debit 

card.  

 Card-reader placed over the real card slot on an ATM / merchant’s Electronic Data 

Capture (EDC) machine. Customer’s card is illegally copied by a syndicate gang / 

Network. 

 Card gets misused at Merchant Establishments (Jewellery, electronic shops), ATMs 

and online sites.  

 Transaction can occur either in India or abroad. Mostly identified “Place of 

compromise” Petrol bunks, Hotels and Restaurants. 
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Modus Operandi? 

 Criminals install a small device called 

skimmer which captures details of card 

including CVV on to the ATM machine. 

 Pin hole camera is installed to capture 

the PIN typed. 

 Criminals then make a clone of the card 

and uses it to withdraw money. 

 Details captured can be used for online 

transactions also. 

How to protect yourself from 

crime: 

 Before swiping the card always look for 

skimmer devices. 

 Cover with one hand when typing the 

PIN 

 When swiping, never allow sales person 

to take your card from your sight. Ask 

him to swipe it in your presence only. 

2.4 Lost/Stolen Card  

 Customer’s card gets stolen and 

misused by third person. 

 As most of the customers write the PIN 

number behind the card, fraudsters 

misuse it at ATMs. 

 Review of ATM footages revealed that 

culprits could be a relative, friend, 

neighbor, colleague or someone 

unknown. 

 

2.5 Never received Card  

 Customer’s card is never received and 

intercepted by a third party. 

 Card gets misused by fraudster mostly 

at ATMs and Merchant Establishments. 

 

Here, Culprits could range from relatives, Courier Executive, friend, neighbor, 

colleague or someone unknown belongs to an organized gang. 
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3. PSYCHOLOGICAL TRICKS 

Psychological tricks are nothing but playing with the mind of victim and lure them with un-

deniable offers. In this case, the victim receives an email or text message stating that he 

has won a lottery, got selected for a job with attractive packages, IT returns and loan has 

been approved on victim’s name etc. There are some incidents where we receive a phone 

call asking for approval of personal loans and those calls can be of vishing fraud. For 

example, in recent times most of the vishing calls were traced to a particular location in 

Jamtara, Jharkhand. Sometimes, even educated people got convinced and fall prey for 

psychological tricks of the criminals.  

3.1 Phishing  

Phishing is an act of receiving malicious 

links through email which looks exactly 

like a genuine banking website or 

recruitment site or a travel agency site 

etc., this is done to collect personal and 

financial information to rob the victim. 

 

Modus Operandi 

 Criminals does a basic survey on victim 

needs also called as social engineering 

attack. 

 Once criminal gains knowledge basing 

on the survey, criminal can send an 

email to the victim with an attractive 

offer, which contains malicious link. 

Which looks exactly similar to the 

original one. 

 If the victim enters his details, all such 

details are being captured in the 

background by the criminals. 

How to protect yourself from crime 

 Do not respond to unknown source 

emails. 

 Do not click on suspicious links attached 

in the email. 

 Do not open spam mails and delete 

unwanted mails regularly. 
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3.2 Vishing 

Vishing is similar to phishing but instead 

of receiving malicious links through email 

the criminal uses telephone to call the 

victim acting as a bank employee, 

customer care executive or a travel agent 

etc., and gains sensitive information from 

the victim. 
 

Modus Operandi 

 Criminal makes a call pretending to be 

a bank officer or from any legitimate 

source. 

 Criminal tricks saying account will be 

blocked or Bank card will be blocked if 

details are not updated. 

 Criminal tricks and obtains personal 

and financial information. 

How to protect yourself from crime 

 Do not share personal information to 

any stranger on call. 

 Do not get panic when you receive such 

calls as no bank will ask for such 

details. 

 Do not share your account information 

or card details to anyone. 

 Reach customer care in case of any 

suspicious or unauthorized 

transactions. 

3.3 Smishing 

Smishing is similar to phishing but instead 

of receiving malicious links through email 

the criminal uses SMS to send fraudulent 

text messages. The messages may 

contain fake bank website links or a phone 

number to call, upon calling victim is being 

tricked to share sensitive information.   
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Modus Operandi 

 Fake SMS are sent luring the victim 

 Criminal can attach fake website links 

and phone numbers in the message. 

 Upon receiving any call from victim 

criminal tricks and obtains personal and 

financial information. 

How to protect yourself from crime 

 Do not believe in messages from 

unknown sources. 

 Do not click on the links received from 

unknown numbers. 

 Do not give a call back on the numbers 

received from unknown people. 

3.4 Helpline Fraud 

It happens when customer/consumer 

looking for a solution to a problem on 

google search and calls on the first listed 

number. Criminal replaces the actual 

number with fake number and the calls 

placed goes to him directly. 
 

Modus Operandi 

 Criminal replaces the original number 

of customer care with fake numbers. 

 Criminal sends fake links to the victim 

and tricks them to enter the banking 

details along with OTP. 

How to protect yourself from crime 

 To know the customer care number, 

please visit organisation’s official 

website. 

 Do not click on the links received from 

unknown sources. 

 Do not share banking details on any 

websites that doesn’t look genuine. 

 

4. SOCIAL MEDIA RELATED ATTACKS 

One can understand the entire history of an individual through their social media profile and 

can even predict future events based on patterns of postings in the past.  

This poses a threat to an individual as unwanted access to social media profile can cause 

loss of information, defamation or even worse consequences.  
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4.1 Cyber Stalking 

Cyber stalking is a crime in which the 

attacker harasses a victim using electronic 

communication, such as e-mail, instant 

messaging (IM), messages posted on a 

website or a discussion group. Stalker 

believes that his true identity is hidden in 

the digital world.  
 

Modus Operandi 

 Criminal usually observe the daily 

activities of a person.  

 Criminal sometimes also monitors 

activities of victim in real world.  

 Criminal then starts sending 

threating/abusive messages or mails to 

the victim. 

How to protect yourself from crime 

 Restrict access to your profile and 

check on security and privacy settings 

on social media sites. 

 Make sure your posts are only visible to 

your trusted once 

 Be careful while uploading any of your 

photos which may show your location 

and places you frequently visit 

 Be cautious while accepting any friend 

request of unknown person. 

4.2 Cyber Bullying 

Cyber bullying is an abuse that takes place 

over cyber space using digital devices. 

Cyber bullying can occur through SMS, 

social media, forums or gaming apps where 

people can view, participate or share 

content. 
 

Cyber bullying includes sending, posting or sharing negative, harmful, false content about 

someone else. The intention is to cause embarrassment or humiliation. At times, it can 

also cross the line into unlawful criminal behaviour. 
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Modus Operandi 

 Criminals usually observe the daily 

activities of a victim.  

 Criminal then starts sending 

threatening / abusive messages or 

mails to the victim or posting negative, 

harmful false content in social media 

platforms. 

 Criminal aims to embarrass or humiliate 

the victim. 

How to protect yourself from crime 

 Never share any intimate pictures with 

anyone on social media platforms. 

 Monitor your kid’s activity on social 

media, enable parental controls on 

computer / mobile devices. 

 Make sure your children know that 

cyber bullying is a punishable crime so 

that they don’t involve in them nor they 

let anyone harm them. 

4.3 Micro Finance Applications 

There are some mobile applications which 

offer small amount of finance with 

attractive benefits by taking Aadhar and 

Pan card details during registration 

process and these apps also access the 

phone contacts.  

Modus Operandi 

 Criminals send messages of instant loans 

approvals for which one need to 

download the loan apps 

 They take your personal information like 

Aadhar card details and pan card details 

as a part of registration. 

 They also attract by saying they have 

easy instalment options  

 If payment is not paid on time, they even 

suggest to take another loan from 

different apps to repay back this existing 

loan and they make you fall in this trap. 

How to protect yourself from crime 

 Do not believe in such applications and 

lucrative offers. 

 Do not install the app and give access 

to your contact list. 
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4.4 QR-Code SCAM 

The criminal will reach out to you when 

you put something on sale on any digital 

platform. He engages you in a 

conversation as a buyer and will share a 

Quick Response (QR) code with a higher 

amount to pay advance/token amount via 

WhatsApp or email. Paytm, Phone Pay, 

Google Pay, Bhim App, Mobikwik, MI Pay, 

Pay Zaap, Razor Pay Application use QR 

code scanning for money transfers. 

 

 

Modus Operandi 

 The Criminal will create a QR code with 

a high amount and will share it with you 

through WhatsApp, Email or other 

platforms. 

 After sharing the QR code, the user will 

ask you to select “Scan QR code” option 

on the app and select QR code from 

photo gallery 

 After scanning the QR code from photo 

gallery, you will be asked to Proceed 

with the payment  

 After clicking on “Proceed”, you will be 

asked to enter your UPI PIN and money 

will be deducted from your account 

instantly. 

How to protect yourself from crime 

 Verify the buyer/seller before 

sending/receiving the payment 

 NEVER scan any QR code or enter UPI 

PIN for payments. 
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5. ATTACKS THROUGH MOBILE APPLICATIONS 

5.1 Cyber-attacks using Infected Mobile Applications 

Mobile apps are widely used for various activities 

like entertainment, social networking, messaging, 

bill payments, bank accounts management, 

service delivery etc.   

As a result, these applications are more prone to 

cyber-attacks. Users need to be aware of such 

attacks on commonly used mobile applications 

such as digital payment applications and gaming 

applications. 

 

5.2 Cyber-attacks using Infected Mobile Applications 

Cyber criminals attack the victim by infiltrating through popular mobile applications. 

They infect the applications with malicious software and can get access to your 

messages, OTP, camera, contacts, e-mails, photos.  

It can also show unwanted advertisements, sign up for paid subscriptions or steal 

personal sensitive information from the mobile etc. 

Modus Operandi 

 Criminals create clone apps for most 

popular apps with similar names and 

icons and upload them to play store or 

websites. 

 Criminals can distribute popular paid 

apps as free apps through various 

websites. 

 Once the victim downloads and installs 

the fraudulent app, criminal gains 

access to the victim’s mobile device and 

can monitor user activities, steal 

passwords, credit card/debit card 

information, etc. 

How to protect yourself from crime 

 Never download apps from unknown 

sources. 

 Always download apps from play 

store/app store after verifying the app 

name, app developer information and 

app ratings. 

 Always be careful while giving 

permissions to the app, think twice 

before permitting something on the 

app. 
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6. DIGITAL BANKING FRAUDS 

Digital banking frauds are those related to online payments, internet banking, account 

compromise because of weak passwords. 

6.1 Digital Payments Applications related attacks 

Digital payments have become very common in today’s 

life. However, they do pose a threat if the account is 

compromised or if the user is not cautious about how 

they are using the payment app. 

 

Modus Operandi 
 

 Criminals pose as if they are a 

prospective buyer for a product that you 

have advertised.  

 Sometimes they are even ready to do the 

payment for the product without 

bargaining or without even looking at the 

product.  

 Once the victim accepts the payment 

offer, the criminal sends a QR code to the 

victim. 

 Unsuspecting victim scans the QR code 

and types the UPI PIN assuming they are 

receiving the money, whereas they are 

sending money to the cybercriminal. 

How to protect yourself from crime 
 

 Always be very careful when doing 

transaction using any digital payment 

app. 

 Read the message displayed on the app 

screen very carefully. Do not be in a 

hurry to complete the transaction. 

 Always remember that you only need to 

enter the UPI PIN while sending the 

money (payment) not for receiving the 

money. 
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6.2 Hacking of Bank Account due 

to Weak Password 

In this type of attack, the cybercriminal 

hacks into the victim’s account by using a 

software program to guess commonly used 

passwords. Once the account is hacked, the 

attacker can steal money or perform an 

illegal transaction to defame or frame the 

victim. 
 

Modus Operandi 

 Criminals can try to guess one’s bank 

account password by knowing some 

details about the victim like their full 

name, date of birth, family and friends, 

likes & dislikes etc.  

 As the criminal has enough information 

about the victim and knows the pattern 

of passwords. It can be cracked easily.  

How to protect yourself from crime 

 Never use an easy to guess 

word/phrase/number as your password. 

 Always choose a strong password with at 

least 8 characters or more. 

 Always make sure that the password 

includes a combination of lower-case and 

upper-case alphabets, numbers, and 

special characters. 

 Enable and use One Time Password 

(OTP) wherever the option is available. 



(15) 
 

6.3 Hacking of Multiple Accounts 

due to same password 

In this type of attack, the cybercriminal 

tries to hack other accounts belonging to 

the victim using the same login credentials 

that are already compromised.   

Modus Operandi 

 Criminals can try to access a victim’s 

other accounts using the login 

credentials that are already 

compromised through a different 

attack. 

 

How to protect yourself from crime 

 Never use the same password for 

multiple logins.  

 Regularly keep changing the password 

for every account. 

 Always choose a strong password with 

at least 8 characters or more. 

 Always make sure that the password 

includes a combination of lower-case 

and upper-case alphabets, numbers, 

and special characters. 

 Enable and use One Time Password 

(OTP) wherever the option is available. 

 
6.4 SIM Swap 
 

 Under SIM Swap, Criminal manage to get a new SIM card issued against victim’s 

registered mobile number through the mobile service provider. With the help of this 

new SIM card, they get One Time Password (OTP) and alerts, required for making 

financial transactions through your bank account. 

Modus Operandi 

 Criminal gather customer’s personal 

information through Phishing, Vishing, 

Smising or any other means. 

 

How to protect yourself from crime 

 If your mobile no. has stopped working 

for a longer than usual period, enquire 

with your mobile operator to make sure 

you haven't fallen victim to the Scam. 
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 They then approach the mobile 

operator and get the SIM blocked. After 

this, they visit the mobile operator's 

retail outlet with the fake ID proof 

posing as the customer. 

 
 The mobile operator deactivates the 

genuine SIM card and issues a new one 

to the fraudster. 

 
 Fraudster then generates One Time 

Password (OTP) required to facilitate 

transactions using the stolen banking 

information. This OTP is received on the 

new SIM held by the fraudster. 

 Register for SMS and Email Alerts to 

stay informed about the activities in 

your bank account. 

 

 Regularly check your bank statements 

and transaction history for any 

irregularities. 

 

 

7. CRIME AGAINST WOMEN 

Women are being subjected to various kinds of cybercrimes. Criminals are using social 

network sites and instant messengers for this purpose. 

The major crimes against woman include- 

 Cyber teasing 

 Cyber Stalking 

 Cyber Defamation 

 Trolling 

 Doxing 

 Revenge Porn 

 Cat Fishing  

How to protect women from this crime 

 Educate every girl/woman to be careful while on internet. 

 Never befriend strangers and share too much of personal information. 

 If someone starts harassing them, they should report to family and police. 
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8. CRIME AGAINST CHILDREN 

Now-a-days, greater number of Children 

are exposed to internet and are using 

social networks for various activities. After 

befriending them, Criminals are 

Harassing, Stalking & Bullying children on 

Social networks and Instant Messengers. 
 

Online Criminals befriending children and youngsters with chatting, likes/shares, 

positive, comments, coupon offers, free online shopping, taking private photos, live 

streaming, playing online games, sending videos of interest etc. 

How to protect children from this attack/crime 

 Educate every child to be careful while on internet. 

 Never share too much of personal information to strangers. 

 If someone starts harassing them, they should immediately report to family and 

police. 

9. VIRUS ATTACKS ON PERSONAL COMPUTER 

Virus is a malware designed to destroy user data or Operating System or dependency files. 

Cybercriminals are using this malware to damage user data.  

9.1 Virus Attack through external devices 

A virus can enter the computer through external devices like pen drive or hard disk 

etc., and can spread across all the computer files. 

Modus Operandi 

 Criminals can purposefully infect a 

user’s external storage like a pen drive 

How to protect yourself from crime 

 Install a good anti-malware software on 

Personal Computer (PC) and make sure 
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or a hard drive with virus to damage the 

user’s data on system.  

 

it is up to date with all malware 

signatures.  

 Never open files or applications from an 

external device without performing a 

malware scan. 

9.2 Virus Attack by downloading files from un-trusted websites 

A virus can enter the computer while downloading applications, documents, music, 

video, etc. from an untrusted website.  

Modus Operandi 

 Criminals purposefully post malware 

infused software, games, audio and 

video files on to various websites to 

infect user’s PC and either damage data 

or steal data or gain control over the 

user’s PC.  

How to protect yourself from crime 

 Install a good anti-malware software on 

PC and make sure it is upto date with 

all malware signatures.  

 Never open files or applications from an 

unknown website without performing a 

malware scan. 

10. Cyber Crimes – Category: Major, Minor & Sub-Heads 

Sl 

No 

Category of Offences 
Sec of Law – 

Applicability 

Description of the 

Offence 
Major Head Minor Head 

Sub - 

Head 

1. 

Identify 

Theft 

 

Sec. 66 (C), 

66 (D) IT 

Act, 420 IPC. 

 

Bank Related 

Frauds: 

 

Vishing (Call) 

Fraud 

Smishing 

(SMS) Fraud 

Phishing (e-

mail) Fraud 

 

Aadhaar 

Linkage 

PAN Card 

Linkage 

KYC 

updation 

Blocking of 

card 

Card limit 

- 

enhancem

ent 

Reward 

Points 

66 (C) IT Act 

and 420 IPC 

A. Calling over phone 

pretending as bank 

representatives, collection 

of bank A/c credentials like 

Card details, OTP and 

misusing the same. 

B. Sending SMS/e-mail to 

the victim, collection of 

credentials of bank A/c, 

Card details, OTP and 

misuse of the same. 
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Sl 

No 

Category of Offences 
Sec of Law – 

Applicability 

Description of the 

Offence 
Major Head Minor Head 

Sub - 

Head 

Replaceme

nt of card - 

with 

photo/Chip 

Any Others 

Skimming / 

Cloning of 

Cards etc., 

 

ATM 

Center 

Merchant 

Place 

66 (C) IT Act 

and 420 IPC 

 

Placing Skimmers at ATM 

Centers / collecting data at 

Merchant Places. 

Withdrawal of amounts with 

cloned cards from ATM’s and 

from Merchant Places. 

Fake 

Customer 

Care Service 

Fraud 

Google 

Just Dial 

Any Others 

66 (C), 66 (D) 

IT Act and 420 

IPC 

Posting fake customer care 

service Ads in Google, Just 

Dial etc., in the name of 

original firms/companies 

and deceiving the victims in 

the name of fake Customer 

Care Services etc., and 

taking huge amounts. 

Income Tax 

Fraud 

 

 
66 (C) IT Act 

and 420 IPC 

Personating as if from 

Income Tax department and 

cheating the victims on the 

pretext of better return of 

tax paid amount etc., 

 

 
SIM SWAP 

Fraud 
 

66 (C) & (D) IT 

Act and 420 

IPC 

 

Submitting forged 

documents and collecting 

replace SIM cards from 

stores of TSP’s for 

committing bank Frauds. 

2. 

Online 

Frauds 

 

Sec. 66 (D) 

IT Act, 420 

IPC. 

 

Job Fraud, 

Visa Fraud 

 

Naukri 

Shine 

Monster 

Any Other 

66 (D) IT Act 

and 420 IPC 

Calls / Messages / e-mails 

are made / sent to the 

victims on the pretext of 

arranging Job / Visa etc., 

and deceiving them by 

parting with money towards 

Registration fee, advance 

fee etc., 

Loan Fraud 

 

 

 
66 (D) IT Act 

and 420 IPC 

Personating as financial 

institutions and deceiving 

the victims on the pretext of 

arranging loans at low rate 

of interest etc., 

Insurance 

Fraud 

 

 
66 (D) IT Act 

and 420 IPC 

Personating as insurance 

company representatives 

and deceiving the victims on 

the pretext of better 

insurance plans etc., 

Lottery Fraud 

 
 

66 (D) IT Act 

and 420 IPC 

Either calling or sent SMS / 

e-mails to victims by 
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Sl 

No 

Category of Offences 
Sec of Law – 

Applicability 

Description of the 

Offence 
Major Head Minor Head 

Sub - 

Head 

mentioning that they have 

won prize over lotteries 

organized by popular 

organizations and thus 

deceiving victims to part 

with money on the pretext 

of paying for advance fee, 

getting no objection 

certificates etc., 

Advertisemen

t Portal Fraud 

 

 

OLX 

Quikr 

CarDekho 

Facebook 

Instagram 

Any Other 

66 (D) IT Act 

and 420 IPC 

Posting fictitious / fake Ads 

in classifieds of Social Media 

Platforms and deceiving the 

victims. 

 

Gift Fraud 

(By using the 

name of e-

Commerce 

platform) 

Snapdeal 

Shopclues 

Amazon 

Flipkart 

Clubfactor

y 

Naaptol 

Home 

Shop 18 

Any Other 

 

66 (D) IT Act 

and 420 IPC 

Securing customer data of 

e-commerce platforms and 

deceiving the customers on 

the pretext of winning Gift. 

Trading Fraud 

Share 

Trade 

Forex 

Trade 

Commodit

y Trade 

Investmen

t Advisors 

 

66 (D) IT Act 

and 420 IPC 

Cheating the victims on the 

pretext of fetching huge 

amounts on investing 

amounts in Share / Forex / 

Commodity Trade / by 

paying amounts towards 

Share market Tips (IA’s). 

Delivery of 

duplicate / 

Sub-standard 

products 

Fraud 

 

 
66 (D) IT Act 

and 420 IPC 

Cheating the victims by 

sending duplicate / Sub-

standard articles to the 

victims instead of sending 

the original products shown 

in online. 

Mobile Fancy 

Number 

Fraud 

 
66 (D) IT Act 

and 420 IPC 

Cheating the victim by 

offering fancy mobile 

number. 

Cell Tower 

Installation 

Fraud 

 
66 (D) IT Act 

and 420 IPC 

Personating cell companies 

and cheating the victims in 

the name of agreement with 

TSPs & victims and thereby 

parting with amounts in the 
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Sl 

No 

Category of Offences 
Sec of Law – 

Applicability 

Description of the 

Offence 
Major Head Minor Head 

Sub - 

Head 

name if advance fee, 

security deposit etc., 

 

Online 

relationship 

Fraud 

Friendship 

through 

A). 

Matrimonia

l – 

Websites 

B). Social 

Media 

Platforms 

66 (D) IT Act 

and 420 IPC 

Posting attractive fake 

profiles over matrimonial 

websites / Social Media 

platforms once victims get 

attracted to such posts and 

after gaining faith collecting 

money on false pretexts. 

 

Dating / 

Female escort 

Fraud 

 

 
66 (D) IT Act 

and 420 IPC 

Cheating the victims in the 

name of dating / female 

escorts collecting amounts 

on the pretext of 

Registration fee, 

membership fee, character 

verification fee etc., for 

sexual favours. 

Business and 

Investment 

Fraud 

 
66 (D) IT Act 

and 420 IPC 

Cheating in the pretext of 

supply of raw materials, 

better returns in short term 

etc., 

3 

Cyber 

Stalking 

 

Sec. 354 (D), 

509, 506, 

507 IPC and 

Sec.67 of IT 

Act. 

Stalking over 

1. Social 

Media, 

2. Classified 

Websites 

and 

3. 

Pornographic 

Websites. 

Facebook 

Instagram 

Dating 

Websites 

Porn 

Websites 

Any Other 

 

354 (D), 509 

IPC, if the 

content is 

obscene Sec. 

67 of IT Act is 

also 

applicable. 

Creating fake profile in the 

name and identities of 

victim / sending add friend 

requests to victim friends, 

posting the mobile numbers 

of victim in Classified / 

Pornographic Websites etc., 

Stalking over 

1. SMS 

2. e-mails 

3. WhatsApp 

(VOIP etc.,) 

 

354 (D), 509 

IPC, if the 

content is 

obscene Sec. 

67 of IT Act is 

also 

applicable. 

Sending un-solicited e-mails 

and messages with abusive 

or objectionable contents. 

 

Stalking by 

fake Social 

Media 

Profiles. 

 

 

 

354 (D), 509 

IPC, if the 

content is 

obscene Sec. 

67 of IT Act is 

also 

applicable. 

Creation of fake profile over 

Social Media. 

Blackmailing, 

Intimidation, 

Sextortion. 

 

354 (D), 506 / 

507, 509 IPC 

and 384 IPC, if 

Creating fake profile in the 

name and identities of 

victim / sending add friend 
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Sl 

No 

Category of Offences 
Sec of Law – 

Applicability 

Description of the 

Offence 
Major Head Minor Head 

Sub - 

Head 

 the content is 

obscene 

Sec.67 of IT 

Act is also 

applicable. 

requests to the victim 

friends coupled with 

demand for ransom. 

 

Cyber 

Flashing 
 

354 (D) IPC 

and Sec.67 of 

IT Act. 

Sending unsolicited obscene 

images / videos to the 

victims through wireless 

convention channel. 

 

4. 

Violation of 

Privacy 

 

Sec.66(E) IT 

Act, 354 (C) 

IPC. 

Taking 

images 

through 

phones. 

 

66-E IT Act, 

354 -C IPC 

(Depending on 

the case) 

Taking images of private 

parts and activities of people 

over mobiles phones etc., 

 

Taking photos 

with hidden 

cameras. 

 

 

66-E IT Act, 

354 -C IPC 

(Depending on 

the case) 

Keeping hidden cameras 

and capturing images of 

private parts at bathrooms, 

trial rooms etc., 

5 

Cyber 

Pornography 

 

Sec.67, 67 

(A) IT Act. 

Circulation of 

obscene 

images / text. 

 

 67 IT Act 

Circulation of obscene 

images or sending obscene 

text messages over SMS or 

WhatsApp. 

Circulation of 

Obscene 

videos. 

 
67 and 67-A IT 

Act 

Circulation of obscene 

videos over Social Media, e-

mails or WhatsApp. 

6 

Child 

Pornography 

 

Sec.67, 67 

(B) IT Act, 

POCSO Act. 

Circulation of 

Obscene child 

porno 

 

 

67, 67 (B) IT 

Act and 

POCSO Act 

Circulation of obscene 

videos related children over 

social media, e-mails or 

WhatsApp or downloading 

child sexual porno, enticing 

children for online 

relationship etc., 

7 

Source Code 

Tampering 

 

Sec.65 IT Act 

Stealing, 

deletion and 

destruction of 

source code 

 65 IT Act 

Stealing of computer 

programme / application/ 

code and making use of self 

or for others. 

8. 

General 

Computer 

Offences 

 

Sec. 66 

r/w.43 IT 

Act, 384 IPC. 

 

Hacking 

 
 

66 r/w. 43 IT 

Act 

E-mail Id, FB Profile Hacking 

and misuse, Server 

computer hacking by 

changing password etc., 

 

Business e-

mail ID 

compromise 

Fraud 

 

66 r/w. 43 IT 

Act 

 

Compromising business e-

mail IDs, interception of 

data, sending deceptive e-

mail for committing Fraud 

etc., 

Ransom Ware  

66 r/w. 43 IT 

Act and  384 

IPC 

 

Taking control of a computer 

system or server by sending 

malware and demanding 

money to release. 
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Sl 

No 

Category of Offences 
Sec of Law – 

Applicability 

Description of the 

Offence 
Major Head Minor Head 

Sub - 

Head 

9. 

Online IPR 

Offences 

Sec.66 (B), 

65 IT Act. 

 

Copy Rights 

violation over 

Internet 

 

66-B, 65 IT 

Act and Copy 

Right Act 

Movie uploads, copy right 

contents uploads. 

10. 

Communal 

content over 

Social Media 

 

Sec. 153 (A), 

505 IPC. 

 

153-A 

(Depending 

on the nature 

of offence), 

505 IPC 

relevant Sub-

Sections 

 

Morphing 

images of gods 

and goddesses 

and items of 

religious 

importance, 

and circulation 

over social 

media and/or 

making 

communal 

sensitive 

statements 

over social 

media. 

Communal content over 

social media 
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11. SAMPLE FRAUD MESSAGES / EMAIL 

Job Fraud Messages 
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Free Gift Messages 
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QR Code Scam Messages 

           

Miscellaneous Messages  
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Phishing Emails 
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12. GENUINE MESSAGES 
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13. AWARENESS 

 



(32) 
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14. GENERAL PREVENTIVE MEASURES 

 Make sure all your devices are PIN/Password protected, and must not save passwords in 

the browsers and passwords of different IDs should be unique. 

 Do not download from unauthorized websites or untrusted sources. 

 Must use recent anti-virus with latest versions. 

 Update the devices with recent patches. 

 Do not share your personal banking details, passwords and PIN to anyone, do not reveal 

passwords to anyone on phone calls. 

 Always change the default passwords given by bank, or of your Wi-Fi router. Always use 

strong password that is 8 digit or more combination of alphanumeric symbols, special 

characters. 

 Be aware when using public Wi-Fi and avoid logging into email or banking networks using 

public Wi-Fi networks. 

 Do not open spam emails, and do not respond to strangers on emails,  

 Do not open the links present in the mails and do not download the attachments of the 

mail. 

 Be very careful while providing the personal documents like identity proofs and address 

proofs to any organizations. 

 If any SIM card or mobile phone is lost make sure to block the SIM card and inform the 

nearest police station about the loss of mobile device. 

 At ATM machines, look for skimmers or any devices installed before entering your PIN. 

 Learn and discuss safe internet practices with children, women, family and friends. 

 If you are trapped in a fraud inform the concerned authorities immediately. 

 Prevent anonymous users from viewing your profile online 

 Never open web links in email 

 Never click links in email starting with IP address 

 Do not use PIN numbers that match your personal information like date of birth, vehicle 

number etc., 

 Do not believe everything which you read online 

 Do not keep sensitive documents on desktop 

 Disable auto play option while using pen drive  

 Use separate passwords for separate accounts 
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15.  IMPORTANT RESOURCES FOR CYBERCRIME 

AND CYBERSECURITY 

 

1. https://cybercrime.gov.in/ 

2. https://www.infosecawareness.in/  

3. http://www.isea.gov.in/  

4. https://www.cert-in.org.in/  

5. https://staysafeonline.org  

6. https://cytrain.ncrb.gov.in/  

7. http://www.cybercelldelhi.in/  

8. http://www.cyberabadpolice.gov.in/other-services/cyber-crime-cell.html  

9. https://www.facebook.com/cybercrimepolice.gov.in/ 

https://cybercrime.gov.in/
https://www.infosecawareness.in/
http://www.isea.gov.in/
https://www.cert-in.org.in/
https://staysafeonline.org/
https://cytrain.ncrb.gov.in/
http://www.cybercelldelhi.in/
http://www.cyberabadpolice.gov.in/other-services/cyber-crime-cell.html
https://www.facebook.com/cybercrimepolice.gov.in/


 
 

 

 



 
 



 
  


